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H I G H L I G H T S  

• Cloud-based technologies adoption in real-time microgrid management. 
• Boosting the microgrid data forecasting by machine-learning techniques. 
• Impact of the internet of things usage in data acquisition for a real-life energy management system.  
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A B S T R A C T   

Under a hierarchical structure perspective, the integration of tools like the internet of things, cloud computing, 
and machine learning into a microgrid real-time energy management system involves superior capabilities like 
an autonomous and scalable design, massive storage capabilities, real-time information analysis and processing, 
and security issues control, to mention a few. This paper evaluates most of them using a cloud-based real-time 
energy management system integrated into a real-life hardware-in-the-loop testbed. The proposed cloud-based 
system is tested by solving an economic power dispatch problem including the equalization of the multiple 
battery-based energy storage systems interacting within a multi-microgrid environment. The test assessment 
combined reviewing and running microgrid models, incorporating these models into a real-life power-hardware- 
in-the-loop unit, linking the testbed to a cloud server, and merging the energy management system with on- 
demand computing tools, primarily machine learning and the internet of things. As established by the experi
mental evidence, this paper cites the benefits of combining machine learning techniques and internet of things 
tools with a scalable and autonomous real-life cloud-based energy management system architecture to improve 
the framework’s functionality, enhance the energy forecasting for generation and usage, and cut down the price 
paid to the service provider.   

1. Introduction 

The notable universal strategy that encourages renewable energy 
sources (RESs) integration [1] and the battery energy storage systems 
(BESS) evolution [2] has expanded the microgrid (MG), the microgrid 
cluster (MGC), and the energy management system (EMS) perspective. 
Certainly, state-of-the-art technologies application in an MGC could 
facilitate features like energy generation forecasting, load management 
estimation, real-time operation, and self-sustaining functionality, which 
leads to relevant opportunities for regional energy trading. Under this 
approach, methodical and cost-effective MGC management [3] needs to 
consider planning, designing, and operational demands [4]. 

This paper details the performance of the cloud-based real-time EMS 
(CREMS) architecture when the assessment employs a real-life power- 
hardware-in-the-loop (PHIL) testbed [5], improves the machine learning 
(ML) [6] algorithms and the optimization problem and includes the 
internet of things (IoT) resources [7]. Usually, the MG control defines 
proportional power-sharing as the principal goal. However, this 
approach does not include any economic operation criteria. In this 
research, the Microgrid Central Controller (MGCC) [8], represented by 
the CREMS, solves the Economic Dispatch Problem (EDP) to warrant the 
energy balance in the system and control the load in the MGC. The 
CREMS performs an online process on the tertiary control level using 
short time scales (order of minutes). As the EDP process executes near 
real-time, it results in optimal operation points that minimize the total 
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energy cost avoiding changes in the load demand or the RES generation 
[9] while equalizing the state of charge (SoC) of the Energy Storage 
System (ESS) integrated to each i-th IDG. Previous EMS proposals 
require accurate total load demand and available RES generation in
formation in each optimization period, in addition to load and genera
tion forecasting incorporation, which is a complicated process in terms 
of software requirements [4]. In contrast with [10], the ultimate CREMS 
integrates data acquisition and generation and consumption forecasting 
under a cost-effective procedure beyond routinary cloud computing 
(CC) [11] using smart meters. It is essential to define a suitable tech
nique to organize the IoT data arriving from devices placed in the 
distributed RESs as the results show that the load profile variations are 
detected, and the CREMS adjusts the dispatch of the microgrid. Also, it is 
required to determine the ML incorporation procedure to forecast gen
eration and consumption attributes in a specific spot. Likewise, it is 
demanding to test the CREMS in a real-life PHIL testbed to validate the 
ML, IoT, and CC appliance’s applicability in an MGC, in terms of mini
mizing the use of the utility grid and maximizing the use of renewable 
resources. 

As characterized in [12], the CREMS divides into three sections (see 
Fig. 1): supervisory system (SS), data acquisition, storage & processing 
(DASP), and scheduling and optimization (S&O). In this paper, the SS 
section uses a Matlab Production Server (MPS) [13] appliance where the 
broker links each MG with a specific procedure allowing a CREMS 
managerial standpoint with each MG, and permits corporate, mobile, or 
web applications to call Matlab code. The incorporation of novel IoT 
devices lets dispatch the data gathered by either the SS or the IoT in
struments into the DASP using Big Data (BD) mechanisms available in 
the Amazon Simple Storage Service (S3) [14]. The DASP section is a data 
file collection whose analysis provides the pattern and predictive 
framework needed to execute unique duties. Lastly, the S&O section 

runs improved optimization patterns and frameworks to get optimal 
references timely returned to the RES. The architecture proposed in 
Fig. 1 sustains its implementation on cloud services, in particular, 
Amazon Elastic Compute Cloud (EC2) [15] but could extend to other 
platforms like Google Cloud and Microsoft Azure or consider a hybrid 
solution. This architecture evolves the MPS structure, considering the 
MGC management requirements, to effectively use advanced manage
ment procedures at the hierarchical structure’s strategic level and 
maintain the MGC’s secure process covering various functionality sce
narios - the top decision layers specify the assignments and regulate 
lower layers without ignoring their decisions. 

This research has considered various conditions to verify the CREMS 
capability to manage an MGC: First, the CC technology used to integrate 
the CREMS into the MGC control. Second, the learning algorithm ca
pacities inclusion. Third, the CREMS competence to handle an MGC. 
Four, the IoT data collection techniques manage in a real-life production 
scenario. Five, the type of testbed used to validate the research results. 
Six, the optimization methodology used to warrant the energy balance 
and, finally, the measurement of the real-time latency. The proposals 
reported in Table 1 compare other authors’ results with the ones 
developed in this paper. Nevertheless, those experiments did not settle a 
real-life CREMS framework extended to an MGC, they do indicate 
accelerated CC, IoT, and ML incorporation into MG’s EMS. Also, the 
table shows that this issue has been less analyzed, and its experimen
tation within a real-life hardware-in-the-loop (HIL) or PHIL testbed is 
minimal - this argument motivated this experiment too. 

The paper covers the following sections: Section II presents the ma
terials and methods applied in this research. Section III outlines the 
CREMS architecture. Next, in section IV, the paper explains the imple
mented optimization model. Section V illustrates the ML procedure. 
Later, section VI details the real-life CREMS implementation. Section VII 

Nomenclature 

Variables 
Ci,t Cost associated with the usage of energy 
CBatt

i Capacity in kWh 
ESoCi,t Error between different SOCs in each i-th IDG at each time 
ηchi 

Charge efficiency 
ηdisi 

Discharge efficiency 
pBatt,ch Charged ESS energy 
pBatt,dischi,t Discharged ESS energy 

pforecast
d,t Forecasted load 

pforecast
i,t i-th IDG forecasted energy 

pGrid,t Energy exchanged with the utility grid 
pRESnomi 

Maximum power supplied by the RES 
psmart

d,t Load measured by the smart meter 
pRESi,t Energy generated by the i-th RES 
SoCmin

i,t Minimum SoC 
SoCmax

i,t Maximum SoC 
xbat,t Binary variable 

Abreviatures 
BD Big data 
BESS Battery energy storage systems 
BRT Bagged regression tree 
CC Cloud computing 
CREMS Cloud-based real-time EMS 
DASP Data acquisition, storage & processing 
EC2 Elastic compute cloud 
EPDP Economic power dispatch problem 

EMS Energy management system 
GPR Gaussian process regression 
HIL Hardware-in-the-loop 
PHIL Power-Hardware-in-the-loop 
IDG Inverter-based distributed generator 
IoT Internet of things 
JSON JavaScript Object Notation 
LP Learning phase 
LR Linear regression 
MAPE Mean Absolute Percent Error 
MG Microgrid 
MGC Microgrid cluster 
MGCC Microgrid Control Center 
MILP Mixed Integer Linear Problem 
ML Machine learning 
MPS Matlab production server 
MQTT MQ telemetry transport 
NN Neural networks 
NSRDB National solar radiation database 
PP Preliminary phase 
RES Renewable energy sources 
RT Regression trees 
S&O Scheduling and optimization 
S3 Simple storage service 
SEC Sustainable Energy Center 
SL Supervised learning 
SoC State of charge 
SS Supervisory system 
SVM Support vector machines 
UDP User datagram protocol  
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analyzes the CREMS performance. And lastly, section VIII concludes this 
paper. 

2. Material and methods 

The authors consulted the following databases to consolidate this 
article: Science Direct, IEEE Xplore, and Scopus. Table 2 summarizes the 
keywords used in the search process in each database. 

Fig. 2 exhibits the consolidation of the number of articles published 
using the search keywords: Microgrids, Cluster of microgrids, Cloud 

Fig. 1. Conceptual CREMS. Source: Authors.  

Table 1 
Related real-life CREMS usage.  

No. Name CC technology ML type MGC 
handling 

IoT 
deployment 

Testbed appeal Optimization Real-time latency 
measurement 

1 This 
paper 

AWS Supervised Learning Framework 
defined 

Commercial 
broker 

HIL, HPIL Online Available, four 
minutes for WAN 

2 [16] Local server Predict Control Compatible Open source Microgrid building Online N/A 
3 [17] Local server Fuzzy adaptive method N/A N/A Dispatcheable and non- 

dispatchable sources 
Online N/A 

4 [18] Azure Supervised Learning Framework 
defined 

Raspberry Pi 
boards 

N/A N/A N/A 

5 [19] Local server Supervised Learning Framework 
defined 

N/A N/A Online Available, five 
minutes for LAN 

6 [20] Local server Supervised Learning N/A Open source 264 Kilowatt solar farm Online N/A 
7 [21] Local server Supervised Learning N/A Matlab engine N/A Online Available, five 

minutes for LAN 
8 [3] Local server N/A Framework 

defined 
N/A Microgrid building Online Available, 20 s for 

LAN 
9 [22] ThingSpeak and 

local server 
N/A Framework 

defined 
Raspberry Pi 
boards 

Scada controls Online Available, 0.5 s for 
LAN 

10 [23] Local server Kernel Based Robust Random 
VectorFunctional Link Network 

Framework 
defined 

N/A Ecosense PV emulator Online N/A 

11 [24] Local server Explicit Model Predictive 
Control 

Compatible N/A Sonnen Hybrid Offline / 
online 

N/A  

Table 2 
Keywords selected in the methodology.  

Category Keywords 

Application Microgrid, Cluster of Microgrids, Cloud Computing, IoT, Energy 
Management System, Testbed 

Implementation Real-time, Real-life, Testbed, EMS, Microgrids, Cluster of 
Microgrids 

Integration Machine Learning, Cloud Computing, IoT, Testbed, Real-Time 
Autonomy Machine Learning, IoT, Cloud Computing, EMS, Microgrids, 

Testbed  
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Computing Technology, Machine Learning Technology, IoT deploy
ment, Testbed, Optimization, Real-Time, and Real-Life. 

The selected papers are associated with the engineering environment 
and renewable and sustainable energy. It is clear that the number of 
publications on cloud computing and machine learning applied to 
microgrids has evolved recently, but just a few consider the conceptual 
CREMS as done in this paper. After an exhaustive review of the litera
ture, this research identifies a real-life CREMS that incorporates state-of- 
the-art technologies in its implementation. 

3. The CREMS architecture 

The resultant architecture facilitates select multi-cloud supported 
framework services that allow scalable CREMS characterization for an 
MGC control. Likewise, the ML active algorithm gives sufficient endur
ance and excellent energy reference update under unforeseen changes in 

generation and consumption. The architecture improvement allows the 
S&O section transparently to create, compile, and deploy the CREMS 
algorithm to the server unaltering its functioning. Similarly, it facilitates 
the DASP section accessing the mechanisms that the CREMS demands to 
incorporate BD, ML, and IoT routines to enhance the MCG management 
execution. Lastly, the SS unit enhances the framework’s capabilities to 
obtain low latency processing, expansion capability, and redundancy 
required by the CREMS. The IoT adaptation involves measurement 
units’ on-field deployment in specific points to warranty transmission 
links oriented to the IoT broker or accessing points to retrieve the 
measured data in the S3 bucket. The streamed data is first gathered in 
the physical layer and then transmitted to superior layers to provide 
appropriate management. Consequently, as declared in [5,16], a prac
tical method to incorporate IoT devices with an MG is to reorient the 
initial operations of the Microgrid Control Center (MGCC) to match the 
required IoT capacities. Fig. 3 depicts the enhanced hierarchical 

Fig. 2. Published articles. Source: Authors.  

Fig. 3. Enhanced hierarchical structure. Source: Authors.  
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structure and its incorporation into the framework. 
The primary level permits the device’s communication over diverse 

transmission protocols. Numerous standardization institutions have 
made notable endeavors to deliver advanced solutions for industrial, 
residential, and building segments that have permitted developing the 
data networks and protocols. The secondary level connects the IoT for a 
better user experience. The tertiary level considers scenarios where the 
convenience and financial standpoints alter to accomplish an optimal 
general service. 

Fig. 4 illustrates an overall scheme of the real-life PHIL testbed 
available in the Sustainable Energy Center (SEC) of the University of 
Puerto Rico at Mayagüez [25]. For this experiment, the MGC merged 
three (03) Inverter-based Distributed Generators (IDGs) coupled to in
dividual BESS to resemble three dispatchable units: two photovoltaic 
systems and one wind turbine. This procedure assumes that each MG 
chose to contribute to augmenting the assemblage’s total profit. Also, to 
secure the prototype’s accuracy and power production, the assembly 
incorporates the utility grid through a four-quadrant power amplifier 
[26]. This component improves the cluster’s adequate reference when 
considering features such as frequency and voltage and facilitates 
balancing the energy demand with the energy generated when the load 
or the generation varies. 

4. Optimization problem 

The optimization problem considered in this paper aims at mini
mizing operating costs by solving a typical economic power dispatch 
problem (EPDP) while equalizing the state of charge (SoC) of the ESSs 
integrated to each i-th IDG by means of a Mixed Integer Linear Problem 
(MILP). Additionally, in order to avoid uneven degradation of the BESS, 
it is recommended to perform an SoC equalization during the operation 
of the electrical system [27]. In this way, when a battery is replaced or 
the system is partially disconnected and reconnected, the management 
system will ensure SoC equalization. To include the equalization of the 
SoCs inside the optimization model, the error between the different SoCs 

in the i-th IDG and at each time t, ESoCi,t , is defined as: 

ESoCi,t =
(
SoCi,t − SoCi+1,t

)
, ∀i ∈ N − 1, t ∈ T (1) 

The equalization is achieved by minimizing this variable, but it must 
be positive to reach a feasible solution, which can be written as: 
(
SoCi,t − SoCi+1,t

)
≥ 0, ∀i ∈ N − 1, t ∈ T (2) 

Then, data preprocessing is required to downsorting the SoCs of the 
ESSs prior to the optimization problem being conducted for all time t. To 
perform this task, a decision-making stage is included within the opti
mization process as shown in Fig. 5. In this way, the errors will be 
calculated between pairs (k11 - k12, k21 - k22, and k31 - k32), and their 
positivity is guaranteed. These auxiliary indexes are defined to be used 
in the constraint (2). 

4.1. Objective function 

To optimize the operating costs and the equalization, the objective 
function of the optimization problem is modeled as, 
∑

i∈N

∑

t∈T

(
Ci,tpforecast

i,t Δt +Ci,tpGrid,tΔt +Ci,tESoCi,t
)

(3) 

The first two terms in (3) minimizes the cost associated with the 
usage of energy from the IDGs and the main grid, where (pforecast

i,t Δt) is the 
i-th IDG forecasted energy and (pGrid,tΔt) is the energy exchanged with 
the utility grid. The third term is a penalty for having an equalization 
error between SoCs. Ci,t includes the cost for using any resource and the 
penalty coefficient related to the equalization. The coefficients were 
adjusted to give priority to the minimization of the cost. 

4.2. Problem constraints 

The first constraint that must be considered is the energy balance. At 
each time spam, t, which lasts Δt, the energy provided by all the IDGs, 
∑

i,N pforecast
i,t , together with the energy absorbed from the grid, pGrid,t , fed 

Fig. 4. Tested MGC. Source: Authors.  
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the load. In this scenario, the problem considers two kinds of load, the 
measured by the smart meters, psmart

d,t , and the forecasted load pforecast
d,t . 

This fact enables the real-time EMS to react online to mismatches be
tween forecasted and real load, and consequently, recalculate the dis
patched power for each IDG. Therefore, the energy balance can be 
written as, 
∑

i,N
pforecast

i,t Δt + pGrid,tΔt − pforecast
d,t Δt − psmart

d,t Δt = 0, ∀t (4) 

The energy of each IDG comes from RES, pRESi,t Δt, and ESSs, modeled 
as the subtraction between the discharged and charged ESS energy, 
which are modeled as, 

pforecast
i,t Δt = pRESi,t Δt +

(
pBatt,dischi,t Δt − pBatt,ch i,t Δt

)
,∀t (5) 

In turn, the power provided by the IDGs and the main grid should be 
bounded. On one part, the maximum power supplied by the RES is 
limited by the manufacturer, which defined the pRESnomi

. In the case of the 
main grid, it depends on the infrastructure and contracts with the local 
operator to establishpGrid. In this way, the boundaries of the power of 
IDGs and main grid are defined as, 

0 ≤ pRESi,t ≤ pRESnomi
,∀i, t (6)  

0 ≤ PGrid,t ≤ pGrid,∀t (7) 

To model the behavior of SoC of the ESSs, its relationship with the 
exchanged energy is defined as,  

In this way, the SoC available in the ESS in the previous time step, 

SoCi,t− 1, is updated by algebraically adding the charged or discharged 
energy to the ESS, pBatt,ch i,t or pBatt,dischi,t Δt respectively, previously 
weighted with the ESS physical parameters: capacity in kWh, CBatt

i , and 
charge or discharge efficiency ηchi 

and ηdisi
, respectively. 

Finally, the variables of the boundaries also should be defined. In this 
formulation these constraints are modeled as, 

SoCmin
i,t ≤ SoCi,t ≤ SoCmax

i,t , ∀i, t (9)  

0 ≤ pBatt,ch i,t ≤ pBatt,chm.xbatt,t ,∀i, t (10)  

0 ≤ pBatt,dischi,t ≤ pBatt,dischm.(1 − xbat,t),∀i, t (11) 

The SoC boundaries, SoCmin
i,t and SoCmax

i,t , should be in accordance with 
the recommendations of the provider to preserve the ESS life spam. 
Regarding the ESS power limits, pBatt,chmandpBatt,dischm, the charging and 
discharging processes also should be kept below the recommended 
values to avoid damaging the ESS. The model includes a binary variable, 
xbat,t , that establishes the status of the ESS, i.e. the variable is 1 when the 
ESS is being charged and is 0 when it is discharged. In this way, the ESS 
is modeled in a way that is not charged and discharged simultaneously. 

5. The Machine learning procedure 

The self-trained CREMS model with a scalable structure based on the 
cloud performs load consumption, generation prediction, advanced 
optimization, power flow analysis, and core knowledge. The ML pro

cedure aims to forecast photovoltaic power generation, wind power 
generation, and energy load curve through an SL model trained in 

Fig. 5. Flow diagram for the SoC’s downstring associated with the SOC error constraint. Source: Authors.  

(8)   
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advance with historical data. Next, the optimization model solves the 
EDP using the forecasted data to obtain optimal DER usage while 
equalizing the ESSs’ SoC and assigning the output variables as the IDG 
setpoints in the MGT. The CREMS optimization model reduces the cost 
charged by the utility grid by considering real-time forecast generation 
and demand power. Moreover, the control strategy uses a 4-minute 
temporal resolution data feedback to adjust the EDP power reference 

levels leading to a CREMS fully deployed. The Supervised Learning (SL) 
model included in this CREMS involves equivalent steps to the statistical 
modeling technique for developing, validating, and implementing the 
solution as stated and executed in [6]:  

1. Data collection.  
2. Data preparation and missing/outlier treatment. 

Fig. 6. Preliminary phase results. Source: Authors.  
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3. Data analysis.  
4. Train algorithm on training and validation data.  
5. Test the algorithm on test data.  
6. Deploy the algorithm. 

SL constructs the input–output variables interrelation then ML uses 
empirical data to estimate the cited variables’ statistical dependencies. 
The purpose of this probabilistic interpretation emerges because it is 
essential to gather usable patterns from actual logs, especially the non- 
existing connection amid the CREMS with public irradiance and wind 
speed data and measured energy utilization. The justification for this 
follows the relationship complexity. As the input/output variables’ 
relationship complexity is high, the human capacity for extracting a 
relationship model is low. Therefore, an expert contribution is not 
feasible. The ML modeling process considers both the preliminary phase 
(PP) and the learning phase (LP). All the scripts developed in Matlab and 
stored in the S&O section rely on the data and format available [28]. PP 

transforms the original data into an acceptable scheme through a 
cleaning process that includes noise cleaning, deviance subtraction, 
omitted data treatment, and attribute selection in the weather and 
consumption data to get the training set [29]. 

It is a standard technique to alter the original data to moderate the 
learning procedure and enhance the ML execution. The data pre
processing [30] scheme conceived for the CREMS considers the weather 
information available in the National Solar Radiation Database (NSRDB) 
and the energy consumption measured with state-of-the-art IoT meters 
deployed in a residential area in Mayagüez, Puerto Rico (PRMAZ). The 
CREMS looks up into information divulged constantly, cleans the data, 
and merges them into a specific format. It also incorporates one single 
timestamp on the meteorological and energy consumption material. The 
gathered information started in March 2020 with a minimum of 24 
samples per day, and the CREMS framework enables real-time data 
availability, centralizing the archives in an S3 bucket, primarily as a 
cloud object. Fig. 6 exhibits some evidence for the mentioned location. 

Fig. 7. Learning phase results.  
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Fig. 6a illustrates the impact on the irradiance information after the PP 
in PRMAZ, and Fig. 6b displays the PP result for the consumption data in 
the first residence (MAZ1). 

The CREMS uses the LP to convert the optimized data into a pre
diction model. Like other solutions [31], the LP presented in this 
research requests a search space and an evaluation criterion to define a 
parametric model. The parameter estimation scheme used by the 
CREMS considers regressions, over-fitting, estimators’ efficiency, ill- 
conditioning, the curse of dimensionality, and bias-variance dilemmas 
[32] but could not grant a modeling approach for one information set. 
So, the CREMS performs an iterative strategy using independent 
regression approaches such as linear regression (LR), bagged regression 
tree (BRT), regression trees (RT), Gaussian process regression (GPR), 
neural networks (NN), and support vector machines (SVM). Likewise, 
the ML procedure uses coefficient values optimization techniques to 
restrain definitive attributes under a square error standpoint, providing 
function convexity. 

The CREMS uses Mean Absolute Percent Error (MAPE) to estimate 
the model’s abstraction capacity and divides the information into three 
parts: training, testing, and validation, considering 50%, 25%, and 25% 
as percentage partitions and regarding the model’s complexity. The 
framework evaluates the MAPE in both the testing and training sets, 
discards problems associated with parameter estimation as estimator 
efficiency or over-fitting, and corroborates the predictor performance 
using the validation set. Fig. 7 outlines the LP’s results for the irradiance 
estimator and compares the MAPE for the LR, GPR, NN, and BRT esti
mators using the testing and training sets. Then, Fig. 8 validates the NN 
model’s performance. This iterative process permits the selection of the 
NN estimator as a predictor model for irradiance. The CREMS frame
work uses a parallel process for the wind-speed and energy consumption 
estimator. 

6. The CREMS implementation 

This section explains the SEC’s MGT adaption to emulate an MGC 
running on three IDGs individually associated with a BESS and func
tioning as a dispatchable unit (Fig. 9). As discussed above, the self- 
trained CREMS performs duties linked to the MGC hyper-converged 
analytics like customer utilization, resource assignment, energy 

estimation, and centralized learning within a user-defined time resolu
tion. This experiment operates within a half-hour time resolution and 
real-time information to accommodate the IDG’s setpoints leading to a 
fully deployed CREMS. The MGT includes a dSPACE SCALEXIO [33] 
system working as PHIL interface that controls the test bench inverter- 
based generators. It also incorporates an OPAL-RT OP1400, a four- 
quadrant power amplifier used as PHIL that can emulate the utility 
grid. By default, the MGT includes four 2.2 kW three-phase DANFOSS 
VLT-302s that symbolize each IDG. In this application, three inverters 
emulate the IDG units, while the fourth acts like the load profile. Three- 
Phase LCL modular filters connect to each inverter output to mitigate 
harmonic components. Also, each inverter can be any time connected or 
disconnected from the common AC bus using a three-phase solid-state 
relay. A PLC is used for controlling the three-phase solid-state relay to 
connect the inverters as desired. In this research, the four-quadrant 
power amplifier works as the utility grid to set the operative fre
quency, provide voltage coupling, and balance the consumption de
mand. Likewise, the MGT modular structure allows connecting or 
disconnecting additional loads to the AC bus to test any load variation. 
In addition, the MGT uses LEM sensor boxes to measure the three-Phase 
LCL modular filters for analog measurement. 

For this test, the MGT includes IoT energy efficiency features as it 
includes eGEO smart-meters to send measured data to the CREMS via 
JavaScript Object Notation (JSON) advanced format setting in MQ 
Telemetry Transport (MQTT) protocol in one-minute intervals (see 
Fig. 10a). In this way, it is possible to achieve two advantages: first, the 
direct use of object data format that facilitates direct integration with 
diverse applications without forcing to change the existing JSON format 
into a numeric data type, and second, the graphical UI for setting JSON 
data structure is intuitive and easy to understand. In addition, the pro
tocol used to communicate the CREMS with the real-life PHIL platforms 
is the user datagram protocol (UDP) [20]. According to this research 
performance, solving problems related to the demand response and 
utility grid stability via the IoT sensors inclusion facilitated the defini
tion of the infrastructure in the cloud scalability in terms of storage and 
data processing. Also, to improve the MGT security, the operation 
considered a network topology (see Fig. 10b) where the dSPACE Sca
lexio had a public IP configured with firewall rules that accepts sending 
and receiving data coming only from the AWS server static IP. On the 

Fig. 8. Model’s performance.  
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Fig. 9. Microgrid Testbed, 1-IDGs, 2-LCL output filters, 3-Linear Load, 4-Power analyzer, 5-Non-Linear load, 6-dSPACE-Scalexio (back view), 7-DC Supply (IDGs), 8- 
dSPACE-Scalexio (front view), 9-Sensor Boxes, 10-OP1400 Power Amplifier, 11-DC Supply (OP1400). 

Fig. 10. IoT strategy. Source: Authors.  
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other hand, importing data from the IoT broker’s server considers 
another methodology as the CREMS connects directly to the IoT broker’s 
server via the MQTT protocol. However, the MGT facilitates the incor
poration of other commercial IoT meters using a local wireless access 
point to send the data directly to the CREMS [5]. 

As mentioned above, for this test, the main feature of the MGT is 
having a fully-deployed CREMS using AWS. The CREMS test operation 
considers controlling the battery’s SOC, exploiting usable renewable 
resources data, and analyzing usage-energy historical data to reduce the 
price paid to the grid provider. Via the ML model usage, the EPDP should 
reduce the utility grid price by considering the forecast generation and 
demand power [34]. Other conditions [35] comprehends the production 
level limits and the balance between the predicted energy production, 
the battery features, and the utility assistance. The batteries’ status 
breaks into charging and negative discharging phases submitted to 
power limits. Likewise, the battery’s SOC stays within its bounds by 
permanent observation. In addition, it is necessary to define the battery 
charging power coming from the utility or the RES. Finally, discharging 
into the utility is restrained to the residual demand, and the proposed 
SoC equalization model is verified. As discussed, the cloud infrastructure 
allows the operating of massive data with reliability and validity, adding 
secure management and simplifying the implementation of massive data 
processing. 

7. Discussion about the CREMS performance 

The IoT devices continuously track the load consumption patterns 
and update the information to the CREMS to solve the economic 
dispatch problem in almost real-time to verify the performance of the 
proposed optimization problem within the MGT. With the updated in
formation, the CREMS recalculates the dispatched power for the IDG in a 
rolling-horizon scheme. Fig. 11 shows one PV generation profile that the 
IDG units used for testing the operation in a one-week timeframe. The 
forecast profile has been intentionally overfitted to show an example of 
poor performance of the ML model, in this case the GPR model. 

Similarly, Fig. 12 shows two profiles related to the load: the real-load 
profile and the forecast-load profile with and without smart meters. 
Fig. 12 a considers that the CREMS does not include the smart meter and 
generation dispatched from the CREMS will always try to match the 
consumption. Fig. 12b exhibits the performance of the CREMS with the 
smart meter. In this case, the real-load profile comes from the IoT de
vices previously presented, and the forecast-load results from the ML 
process performed by the CREMS. The load profiles represent the three- 
house energy consumption in a one-week timeframe. Also, Fig. 12 shows 
the added generation from all the IDGs (RESS power) and the power 
exchanged with the utility grid. Regarding temporization, this test 
considered a 30-minute time step for the profiles and a one-week 

window repeated every 15 min for the rolling horizon. 
As observed, Fig. 12a shows a case where the system does not include 

the smart meter in close-loop with the CREMS. For this reason, the 
system does not provide an optimal solution for the load profile varia
tion. On the other hand, in the scenario considered in Fig. 12b, the real- 
load profile modifies according to the predicted-load profile. It happens 
by intentionally employing a variable load whose behavior is tracked 
constantly by the CREMS. The experiment design considers that the 
generation dispatched from the CREMS will always try to match the 
consumption. However, under a sudden load variation, there would be a 
latency caused by the time required by the IoT devices to update the 
measured data, which is close to one minute, the communication delay, 
less than one minute, and the time needed by the CREMS to solve the 
dispatch under a rolling-horizon approach, about 3 min. So, there is an 
inherent time mismatch between generation and consumption due to 
various factors, basically four minutes, where the utility grid needs to 
compensate for the discrepancy, as presented in Fig. 12b by the blue 
line. Fig. 13 develops the discrepancy compensation in utility cost terms. 
As intended, the experimental results try to minimize the utility grid 
usage and maximize the renewable resources use. Fig. 13a exhibits time 
sections where the utility grid power remains as flat as possible and 
other spots where the utility grid behavior shows variations throughout 
the day [36]. Fig. 13b displays the time sections where the CREMS ad
justs the load profile variations forcing the RES to compensate for the 
additional utility grid power. 

This adjustment process requires one minute under real-time 
consideration - one hour in experimental results, and it is evident at 
the beginning and finalization of the load variation where the utility grid 
provides the microgrid’s energy balance with positive or negative power 
during the transient involving a more expensive solution regarding the 
utility grid. Nevertheless, the load profile variation inclusion leads to an 
optimal solution within the considered experiment. 

Finally, Fig. 14 shows the results of the SoC equalization process 
between batteries with and without smart meters. This experiment 
contemplates intentionally different initialization values for the SoC in 
all the IDGs (90%, 50%, and 35%, as observed in Fig. 14). As illustrated, 
in both cases, the SoC equalization gets complete within days four and 
five - third time spot, remaining equalized during the rest of the 
experiment to the value defined by the CREMS following the manufac
turer’s recommendations to extend the battery’s life span. It is notorious 
that in both cases, SoC equalization takes place. However, Fig. 14b ex
hibits a more optimal solution by including the load profile variation 
and its corresponding effects on a real-life scenario. SoC equalization 
time depends on various elements but rests on the available power in the 
RESS and the load profile associated with the time frame analyzed, and 
it is notorious that the equalization process moves as soon as the CREMS 
assumes control and follows the expected at the tertiary level within 

Fig. 11. PV Generation Profile. Source: Authors.  
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hours and days. 
Comparing the results presented in this section with other authors’ 

results is not feasible because, to our knowledge, no similar experiments 
test the CREMS in a real-life HIL and PHIL testbed considering all the 
conditions highlighted in Table 1. However, considering specific re
quirements such as real-time latency performance, CC technology 
deployment cost, and SoC equalization approach, the following com
parison is worthy. In this experiment, the latency caused by the IoT 
services is close to 34 s. This means a 10% improvement (34 versus 38 s 
for each RESS), according to the details given in [37]. Based on the AWS 
reserved instances pricing [38] and the CREMS configuration, the CC 
total operation cost per year in the AWS EC2 platform comes to USD 
220. This includes a t4.medium instance in a standard one-year term. It 
considers that the EC2 system can serve up to 15 processes 

simultaneously. So the cost of one microgrid per year is USD 14.66. 
Something similar to the value presented in [37]. The SoC equalization 
technique among distributed ESS with different capacities looks for 
proportional power sharing and equal discharge/charge profiles [39]. 
Most of the reviewed literature tries to maintain the SOC of the battery 
within an appropriate range (for instance, 40% to 80%) during the 
consecutive energy dispatch process, as indicated in [19]. The results 
exhibited in [40] and [41], investigations not involving ML or IoT within 
their framework, reach the SOC equalization by the fourth time-spot 
considered in their validation timing. It means a one-time spot later 
than the results presented in Fig. 13. This indicates that the CREMS gets 
a 25% improvement considering the SoC equalization reachability time 
for both cases, with and without IoT performance. 

Fig. 12. Experimental generation and consumption schedule results. Source: Authors.  
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8. Conclusion 

The main contribution of this paper is to test real-life CREMS. Unlike 
previous approaches in this experiment, the system optimization algo
rithm executes in an MPS instance using CC, ML, and IoT. This approach 
improves CREMS performance by eliminating offline optimization. The 
CC usage improves the findings presented in [10] as the CREMS relieves 
the utility costs and optimizes the battery usage. As the system can 
manipulate energy decisions near to real-time, the EMS structure adapts 
conveniently to the amount of MGs available at a specific time. Also, the 
energy production prediction provides an initial assessment to the en
ergy administrator and the final user. As proposed, the CREMS optimizes 
both the energy delivered by each RES and the one supplied by the 
utility grid to cover the load. Likewise, the utility grid, emulated in this 
experiment by the power amplifier, balances the energy demand with 
the generation in specific simulation periods. Fig. 12 displays the load- 
generation balance impact over the cost assumed by the MGC final 
users in particular time-spots linked to the utility grid usage. As ex
pected, the utility grid and RES usage consider operating fees. The 
market operator defines the utility cost, and maintenance, replacement, 
and lifespan determine the long-term RES expense. The ML model 
specifies the dispatched power according to the forecasted power 
availability within the specific timeframe. Likewise, the IoT tracking 
helps the batteries’ SOC exhibit favorable results as its percentages stay 
regulated to the restrained values reducing high discharge 

repercussions, expanding batteries lifespan, and reducing utility grid 
usage in the charging process - most of the charging power comes from 
RES. 

The CC, IoT, and ML capabilities experimented into the EMS of a 
cluster of integrated MG facilitate data analysis under a real-time 
experience and permit a supervised learning model definition beyond 
offline computing limitations. Conveniently, this close to real-time 
approach improves the standardized strategic level days-to-hours time 
frame and decreases that to minutes-to-seconds. In fact, and according to 
these experimental results, the CREMS architecture could expand to the 
MG tactical level - power management. The hardware-in-the-loop and 
power-hardware-in-the-loop testbed inclusion allows us to examine 
some framework features like autonomy and scalability. Additionally, it 
permitted defining other attributes like cost-effectiveness compared to 
[19] - close to 50% savings in the overall CC deployment, and 70% in the 
utility grid usage (USD 6.55 per day) [36] -, solving the dispatch under a 
4-minute rolling-horizon approach, and settling the Ethernet bandwidth 
requirements − 2.56 Mbit/s. Neither [3,10,19] nor [28] defined it. For 
future work, two research directions are worth the analysis effort. The 
proposed CREMS needs to run in customer-owned cloud-premises and 
cross-platform commercial scenarios. In addition, it would be interesting 
to improve the optimization problem and include state-of-the-art tech
nologies for the internet of things. 

Fig. 13. Grid cost comparison. Source: Authors.  
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